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Abstract— The next generation of scalable network simulators 
employ virtual machines (VMs) to act as high-fidelity models of 
traffic producer/consumer nodes in simulated networks.  
However, network simulations could be inaccurate if VMs are 
not scheduled according to virtual time, especially when many 
VMs are hosted per simulator core in a multi-core simulator 
environment.  Since VMs are by default free-running, on the 
outset, it is not clear if, and to what extent, their untamed 
execution affects the results in simulated scenarios.  Here, we 
provide the first quantitative basis for establishing the need for 
generalized virtual time scheduling of VMs in network 
simulators, based on an actual prototyped implementations.  To 
exercise breadth, our system is tested with disparate applications: 
(a) a set of message passing parallel programs, (b) a computer 
worm propagation phenomenon, and (c) a mobile ad-hoc wireless 
network simulation.  We define and use error metrics and 
benchmarks in scaled tests to empirically report the poor match 
of traditional, fairness-based VM scheduling to VM-based 
network simulation, and also clearly show the better performance 
of our simulation-specific scheduler, with up to 64 VMs hosted on 
a 12-core simulator node. 

Keywords-Virtual Machines, Network Simulation, Time 
Synchronization, High-fidelity, Multi-core, MPI, Ad-hoc Wireless 

I.  INTRODUCTION 
Traditionally, development and testing of network 
protocols/applications have been performed using either (a) 
network simulators and/or (b) network emulators.  Network 
simulators such as NS[1], OPNET[2], and SSFNet[3] are 
discrete-event simulation environments that support a variety 
of network protocol component models using which 
application scenarios are simulated.  Although such network 
simulators incur modeling burden to re-implement real 
protocols/software as simulator-specific models, such 
simulators are attractive for their speed and scaling 
characteristics.  On the other hand, network emulators, such as 
Emulab[4], ModelNet[5], PlanetLab[6] and GENI[7], can run 
unmodified, “as-is” network application/protocol test codes.  
However, emulators are significantly more limited by the 
physical resources than simulators, and increasing the scale of 
the emulators is an expensive endeavor. The scale and speed of 
simulators can be combined with the realism and modeling 
expediency of emulators by introducing virtual machines 
(VMs) as high fidelity surrogates for end host models. With the 
increase in the complexity of present day distributed network 

protocols and applications, such emulation-simulation 
environments built using VMs are gaining usage and attention. 
Figure 1 shows a schematic of a typical mapping of a subject 
test network onto VM-based simulation framework built using 
hypervisor technologies. 

In order to efficiently make use of VMs in such network 
simulations/emulations, mechanisms are needed in hypervisors 
to maintain a common simulation timeline across VMs and also 
ensure time ordered execution of VMs along the timeline.  The 
mechanisms must minimize or eliminate causality errors such 
that the messages of the future (in terms of virtual simulation 
time-line) are prevented from affecting the past on the 
simulation timeline.  Unfortunately, almost none of the existing 
VM-based network simulators/emulators account for this 
requirement. 

Time dilation, introduced in [8] and adopted in subsequent 
works, demonstrated time virtualization in network emulators, 
wherein a higher/lower bandwidth communication network 
behavior could be emulated using the same underlying network 
just by manipulating the perceived rate of time elapse of the 
end-nodes/operating systems.  This is often referred to as time 
virtualization in subsequent literature.  Using resource 
virtualization from conventional hypervisors, augmented with 
time virtualization from time dilation, various network 
emulation systems have been proposed, such as V-eM[9], 
DieCast[10], VENICE[11], dONE[12], and Time-Jails[13], 
allowing some flexibility in configuring the emulation setup. 

While the aforementioned approaches were adequate in uni-
processor hosts that multiplex the VMs, they are inadequate in 
the context of multi-core hosts.  While those systems may 
execute the scenarios on multi-core hosts, the required ordering 
by simulation time is not accounted for within a (multi-core) 
host node.  Emulation environments hosting many VMs can no 
longer use wall-clock (unmodified real) time as the simulation 
time.  Rate adjustment of time using Time Dilation also is 
inadequate to integrate with a discrete event simulator that is 
not constrained by real-time (e.g., executing in an as-fast-as-
possible mode).  Further, the user has limited or no control on 
the execution ordering of the VMs that is needed to avoid 
causality errors. 

In contrast, a correct VM-based simulator must undertake 
the task of defining and maintaining the concept of an intra-
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guest cores idle.  To address this issue, in [16] we proposed 
maintaining a virtual clock for each virtual CPU core that 
advances based on the virtual CPU core utilization.  This 
essentially results in multiple virtual timelines corresponding to 
the number of virtual CPU cores supported by the VM.  For the 
purpose of network simulation, these multiple virtual CPU core 
timelines must be ideally reduced to a single VM timeline 
corresponding to a single guest node.  Similarly, a single global 
simulation timeline can be derived from the multiple VM 
timelines on the host node. 

Time-ordered Execution: The strategy in hypervisor 
scheduling used for processor sharing among the VMs is fair 
share-based and is performed independently of any time 
principle present in the VMs of network simulation.  However, 
the simulations need to progress in the order of their simulation 
time, violating which leads to time-order errors resulting in 
scenarios where in the events of the future in one VM affect the 
events from the past in other VMs.  A major challenge in 
network simulations using VMs on multi-core hosts is to 
enforce this time-ordered processing of events.  To simulate a 
network behavior without time-order errors, it is essential that 
the events (such as packet arrival and departure events) be 
processed in simulation-time-order, along the previously 
defined timelines.  Simulation time-ordered scheduling of the 
virtual CPU-cores onto the physical CPU-cores of the physical 
host can achieve time-ordered execution of all the VMs.  The 
multiplexing time granularity of the VMs can be made as fine 
as necessary to achieve any desired degree of accuracy (e.g., in 
practice, even a scheduling time unit in the μs range can 
dramatically reduce or eliminate errors). 

B. Virtualization Platform 
All our concepts are implemented and experimented with in 

our prototype network simulation system named NetWarp.  For 
virtualization support in NetWarp, we chose the Xen 
hypervisor [17] (in para-virtualization mode).  Xen refers to 
VMs as Guest Domains or DOMs. Each DOM is identified by 
its DOM-ID. The first DOM, “DOM-0,” affords special 
hardware privileges.  Each DOM has its own set of virtual 
devices, including virtual multi-processors called virtual CPUs 
(VCPUs).  The hypervisor scheduling mainly deals with 
efficient mapping (multiplexing) of all the VCPUs of multiple 
VMs onto the available physical processor cores (PCPUs). 

Credit Scheduler of Xen (CSX): The “untamed” execution of 
VMs corresponds to the default (simulation-unaware) 
execution of Xen using this scheduler.  The credit-based 
scheduler [17] is the default Xen scheduler, which schedules 
VCPUs on to PCPUs based on the principle of fair-share.  CSX 
uses credits for every DOM, these credits are expended as the 
DOM’s VCPUs are scheduled for execution.  It provides 
control to the user to alter the configuration of scheduling 
through parameters called weight and cap.  By default the 
weight value for all DOMs are 256 and cap is 0, ensuring fair 
CPU allocation to all of the DOMs.  This scheduler is very 
widely used, and works excellently for a very large variety of 
virtualization uses. 

Netwarp Scheduler for Xen (NSX): In our new (simulation-
aware) virtual time-ordered scheduler (NSX) the Xen 
scheduling framework was customized for network 

simulations. Each VCPU accounts for its execution time in 
terms of ticks and this time is referred to as local virtual time 
(LVT) corresponding to that VCPU.  Each PCPU maintains a 
queue of VCPUs.  To schedule a VCPU for execution on a 
selected PCPU, the VCPU is inserted into the PCPU’s queue.  
In each DOM, in addition to the LVTs of the DOM’s VCPUs, a 
DOM-LVT is also maintained, which is the maximum among 
all its VCPU LVTs.  The DOM-LVTs among all DOMs on the 
host node are periodically computed and updated.  Thus, the 
LVT specific to a VCPU and DOM are referred to as VCPU-
LVT and DOM-LVT, respectively. 

To ensure time-ordered execution of events the NSX 
scheduler employs a least-LVT-first (LLF) policy, according to 
which the VCPU with the least VCPU-LVT value is scheduled 
for execution whenever a PCPU becomes available.  Note that, 
due to the presence of multiple VCPU queues corresponding to 
each PCPU, the scheduling operation involves searching all 
processor queues for identifying the least-LVT VCPU and 
migration of the selected VCPU from its original queue to the 
currently active PCPU queue.  By controlling the advancement 
of VCPU-LVT, the DOM-LVT is controlled; similarly 
employing LLF scheduling ensures virtual time-ordered 
progress of DOM-LVTs within the host node.  Additional 
implementation details of NSX are documented in [16]. 

III. EXPERIMENTATION: METHODOLOGY AND 
BENCHMARKS 

A. Methodology 
To increase the scope with respect to applications, we 

exercise our system with three, qualitatively very different, 
benchmarks.  The benchmarks are intended to reflect sufficient 
complexity to overcome concerns of bias and generality, and 
sufficient simplicity to make them manageable for verification 
and duplication.  The applications vary in terms of inter-entity 
dependencies and timing characteristics.  The benchmarks were 
logically designed to infer how well our new hypervisor 
scheduler would support time-ordered execution, when 
compared to the default (fairness-oriented) hypervisor 
scheduler on the simulation host.  In the first (MPI-based) 
benchmarks, the outcome from a correct, time-ordered 
execution is known, which is quantified and used to observe 
the extent to which untamed execution gives incorrect results.  
In the second (worm propagation), the expected qualitative 
nature of the outcome is used as a determinant of correctness; 
the degree of repeatability of the simulation is also compared in 
untamed and time-ordered modes.  In the third (Adhoc wireless 
network test), a real-time MANET emulation is used as a 
baseline to determine the correctness of the results from 
untamed (simulation unaware) scheduler and our new 
scheduler. 

To increase the scope with respect to scale, we experiment 
with varying number of VMs, from 1 to 64 (for a single 
simulator host node). 

B. MPI Benchmarks 
1) Constant Network Delay (CND) Test 

By this experiment we test how well the NSX and CSX 
schedulers support time-ordered event execution when the 



communication structure and dynamics across the VMs 
(DOMs) is deterministic and only the observed message 
generation order differs. 

struct MSG{ int ID, counter; } msg; 
void CND( ) 
{ 
    If(myrank == size-1) { 
        for( r = 1 to size-2) { //Initially populate 
            msg.ID = r; 
            sendto(r, msg); 
        } 
    } else if(myrank == 0) { 
        for( r = 1 to size-2) { 
            recvfrom(ANY_RANK, msg); 
            print msg.ID; //Record observed ordering 
        } 
    } else { 
        recvfrom(size-1, msg); 
        sendto(0, msg); 
    } 
} 

Figure 2: Algorithm for CND test benchmark 

If r is the process rank and p is number of processes 
involved in the MPI test application, the “high rank” process 
(HRP) with rank r=p-1, sends out messages to other processes 
whose rank r>0 iteratively in ascending rank-order (from 1 to 
p-2).  Upon reception, every receiving process “forwards” (i.e., 
sends another message) to the “least rank” process (LRP) with 
rank r=0.  A single run of the test ends when the LRP receives 
all (p-2) sent messages. 

With an assumption of constant delay incurred in the virtual 
network, the receive-order at the LRP must follow the send-
order of the HRP.  For example, if 1-2-3-4-5 is the message 
send-order, then the expected order in which the messages are 
received in a system following time-ordered execution of 
events must also be 1-2-3-4-5, since, all the sent messages 
experience the same network delay.  We will refer to this test 
as the CND test.   The pseudo code for the test algorithm is 
shown in Figure 2. 

2) Varying Network Delay (VND) Test 
By this experiment we test how well time-ordered 

execution is supported/affected by NSX and CSX, when the 
generated messages vary both in their generation order and the 
communication load experienced. 

The pseudo code of the algorithm is shown in Figure 3.  In 
this algorithm, the HRP generates p-2 messages; each message 
is populated with a variable counter (msg_counter) and a 
constant identifier (msg_id).  In the first round, the HRP sends 
out the messages to processes whose rank corresponds to their 
msg_id iteratively in ascending rank-order.  When the 
processes receive this message they decrement the counter and 
send it back to the HRP if the msg_counter>0 in the received 
message; otherwise the message is forwarded to the LRP.  
When the HRP receives the message back, it picks a random 
process rank from the set ranging from (1 to p-2) and forwards 
the message to the random ranked process.  This continues 
until all (p-2) generated messages reach the lowest ranked 

process, at which point the LRP sends an end signal to all the 
processes marking the completion of a single run. 

struct MSG{ int ID, counter; } msg; 
void VND( ) 
{ 
    If(myrank == size-1){ 
        for(r = 1 to size-2){ //Initially populate 
            msg.ID = r; msg.counter = r; 
            sendto(r, msg); 
        } 
        done = false; 
        while(not done){ 
            recvfrom(ANY_RANK, msg); 
            if( msg type == ENDMSG ) { 
                done = true; //Terminate 
            } else { 
                //Forward to random destination 
                sendto(RANDOM(1:size-2), msg); 
            } 
        } 
    } 
    else if(myrank == 0){ 
        for(r = 1 to size-2){ 
            recvfrom(ANY_RANK, msg); 
            print msg.ID; //Record observed ordering 
        } 
        for(r = 1 to size-1){ 
            sendto(r, ENDMSG); //Signal termination 
        } 
    } 
    else{  
        done = false; 
        while(not done){ 
            recvfrom(ANY_RANK, msg); 
            if( msg type == ENDMSG ) { 
                done = true; 
            } else if(msg.counter == 0) { 
                sendto(0, msg); 
            } else { 
                msg.counter--; //Decrement 
                sendto(size-1, msg); 
            } 
        } 
    } 
} 

Figure 3: Algorithm for VND test benchmark 

Again, the objective of this benchmark is to bring out the 
anomalies introduced by any simulation time-unaware 
execution.  In a correct, time-ordered execution, the receive 
order in the LRP must be equal to the send order. This follows 
from the original order of message generation as well as from 
the number of hops that each message incurs.  For example, the 
message with msg_id=1 takes only 2 (i.e., 2 × msg_id) hops to 
reach the LRP, whereas message with msg_id=n, takes (2×n) 
hops to reach the LRP.  Under fixed network latency in the 
interconnecting virtual network, the expected receive-order 
must follow the message generation order. 
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B. MPI Simulation Results 
1) CND Test Results 
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scenarios, the time-order errors remain con
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The runtime chart in Figure 10 shows N
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Figure 10: Comparing CSX and NSX runtimes
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C. Cyber Security Simulation Results 
Figure 11 and Figure 12 show the results 
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D. Adhoc Wireless Network Simulation
In this test, the experiment involved VoI

two of the ad-hoc wireless nodes (the ones n
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V. SUMMARY AND 

Here, we have empirically show
time-aware scheduling is for VM-b
This is the first quantitative evidenc
of using untamed native schedulers
VMs on a multi-core host. Simula
based or fairness-based schedulers
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results at best, and are infeasible and non-scalable at worst.  To 
strengthen the findings, we exercised our prototypes on a range 
of disparate applications, and tested with up to 64 VMs on a 
single node.  The results strongly point to the weakness of 
existing schedulers and the clear strength of simulation-aware 
schedulers to ensure sensible results from high fidelity network 
simulations.  To achieve accuracy in high-fidelity VM-based 
network simulation models in next generation network 
simulators, these results serve as important findings. 

We defined a new quantitative error metric, termed eunit, 
and the associated pseudo code of benchmarks, which are 
designed for easy sharing and independent evaluation (and 
independent duplication of results) of virtual time ordering 
concepts by other researchers in the community. 

The number of VMs (64) tested per node is the largest that 
we are aware of in a virtual time-based network simulator.  
Many of the runs with CSX (native credit scheduler) become 
unstable or fail on larger runs of simulations.  NSX (our virtual 
time scheduler) on the other hand continues to be very stable 
and is observed to scale extremely well with the number of 
VMs. 

Additional work is needed to extend the experiments and 
techniques to scheduling across multiple nodes.  Since 
distributed virtual time synchronization techniques are well 
understood, we do not see any major impediments in scaling 
the experiments to more DOMs distributed across multiple 
nodes. 
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